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ZTX – Across pillars 

The Need for Zero Trust in Critical Infrastructure 

NIST ZTA Guideline

Cert-In Directions for 
information security
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Use Cases – Critical Infrastructure

The Purdue Model

ICS-Enabled Next Generation Firewall 

• DMZ – NGFW for OT/IT boundary protection

• Below the DMZ – Visibility to network traffic, 
zone creation

• Remote Access – Secure vendor connections

Forcepoint Data Guard

• High Assurance – Transmission of data with ability to 
sanitize cross-domain

• Deep Content Inspection – Ability to inspect deeply 
into industrial protocols 

Insider Threat

• DMZ – Detailed monitoring of ICS/HMI user activity 

CDR - Threat Removal 

Content Disarm and Reconstruct – Zero Trust 
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Use Case: Video Surveillance 

Business Problem & Context: Need a solution which could secure the video 

surveillance network by deep inspection of ONVIF messages between VMS 

and Cameras with end of end audit trail and logging. 

- Validate Metadata, Profiles, Sources

- Validate PTZ for Cameras

Benefits

Video &Audio Streams

1GB/SEC

01

02

Customize data validation Rules & 
Filters through Lua or Policy Engines

Write Rules & Filters

Monitor ONVIF protocol messages 

Take Action

Monitor Real-time

Data Guard, Video Adaptor
Deploy Data Guard

How does Video Surveillance works?

Monitor real-time results of inspections

Data Guard Video CamerasVMS RTSP Client

▪ Load Balancing

▪ Filters/Rules

Solution Overview: Data Guard performs byte-level content inspection and sanitization, with customizable 

rules to handle even the most specialized data types and protocols before messages are exchanged 

between VMS and Cameras
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• Addresses specific high assurance security requirements typically found in government environments

• Enhance Cyber Security, Improve Return of Investment, Optimize Processes 

• Enables cyber secure bi-directional, automated movement of structured data between multiple networks

• Delivers byte-level deep content inspection, data validation and filtering 

• Full customization of inspection capabilities with Policy Implementation Engine

Data Filtering 
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Forcepoint
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Uni & Bi-Directional 

Data Flow

Uni & Bi-Directional 

Data Flow

Operational Network Information Technology

Cyber Security
• Secure File Transfer

• Patch Management

• SIEM Aggregation

• Video Streaming

• Many More

Use Cases (Industry 4.0)

Return of Investment
• Connecting Isolated Sites

• Preventative Maintenance

• Increased Operational Visibility

• Many Others

Automation 

Vendor-2

Automation 

Vendor-1

Vendor Patch 

Managemen

Corp Network

SOC 

Others

Forcepoint Data Guard



DIFFERENTLY for Threat

IT’S TIME TO THINK

Antivirus Sandbox ZT CDR

Sandbox
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Centralized Management Unified Policies Data Protection Service     Risk Adaptive Protection

Endpoint Discovery Email Network Cloud

Data exfiltration protection – Anywhere / Anytime

Web

Zero Trust Data Protection – Everywhere 
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RICH META DATA

COPIES OF WEBSITES BROWSED-
Full copies of HTML rendered

COPIES OF EMAILS-Both sent and received

COPIES OF FILES- Uploads, downloads, email 

attachments, copied to clipboard, files created/copied/moved

DESKTOP VIDEO REPLAY

Application

General

Clipboard

Email

File

Keyboard

Logon

Printer

Process
SystemInfo

Video

Web

Web URLs

Webmail  

(Gmail, Yahoo,  

Outlook)

Endpoint Data Collection Sources

Building Context with User Activities 
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SDWAN – NGFW & IPS

Cloud Services CASB
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Endpoint  
Context

ECA

Endpoint
Integration

Unified Appliance with Deep Security Built-in
Physical, Virtual, Cloud
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Evasion Decryption ProxiesVirtual 
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Endpoint 
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Centralized Management • High Availability
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Unmanaged Device
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ztna.fpone.net
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.
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User 2

Customer 

Environment

VPN 

User

IP Subnet

10.0.0.0./24

Tier 2&3 FW ACL

Src 10.0.0.0/24 

Dst “*.example.com” 

HTTPS Allow

App / 

Service

HTTPS/TLS

ZTNA Servers

Architecture - Zero Trust Network Access (ZTNA) 
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Forcepoint Zero Trust | Family of Solutions 
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OT

Security

IT

Security

Secure-SDWAN  

NGFW & IPS

Risk-Adaptive Data Protection

Forcepoint 

Insider Threat 

Content Disarm & Reconstruct

Air-Gapped Security  

Data Guard 
ZTNA& SASE

Forcepoint Zero Trust | IT & OT Security 
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Learn & Win

Forcepoint Booth


