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New Cyber Security Challenges
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The Need for Zero T

rust in Critical Infrastructure

ZTX: Zero Trust eXtended (ZTX)
Ecoystem by Forrester

ZTX —Across pillars
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NIST ZTA Guideline

NIST 800-207 Guidelines: Zero Trust
Architecture
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CERT-In issues directions relating to information security practices, procedure,
prevention, response and reporting of cyber incidents for Safe & Trusted Internet

Posted On: 28 APR 2022 2:14PM by PIB Delhi

The Indian Computer Emergency Response Team (CERT-In) serves as the national agency for performing various functions in the area of cyber security in the country as
per provisions of section 70B of the Information Technology Act, 2000. CERT-In continuously analyses cyber threats and handles cyber incidents tracked and reported to it
CERT-In regularly issues advisories to organisations and users to enable them to protect their data/information and ICT infrastructure. In order to coordinate response
activities as well as emergency measures with respect to cyber security incidents, CERT-In calls for information from service providers, intermediaries. data centres and
body corporate.

During the course of handling cyber incidents and interactions with the constituency, CERT-In has identified certain gaps causing hindrance in incident analysis. To address
the identified gaps and issues so as to facilitate incident response measures, CERT-In has issued directions relating to information security practices, procedure, prevention,
response and reporting of cyber incidents under the provisions of sub-section (6) of section 70B of the Information Technology Act. 2000. These directions will become

effective after 60 days

The directions cover aspects relating to synchronization of ICT system clocks; mandatory reporting of cyber incidents to CERT-In; maintenance of logs of ICT s

subscriber/customer registrations details by Data centers, Virtual Private Server (VPS) providers, VPN Service providers, Cloud service providers; KYC norms and

Cert-In Directions for

iInformation security




Zero Trust Maturity Model
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Zero Trust Maturity Model — Forcepoint Portfolio
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Use Cases - Critical Infrastructure

The Purdue Model
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ICS-Enabled Next Generation Firewall
* DMZ — NGFW for OT/IT boundary protection

* Below the DMZ — Visibility to network traffic,
zone creation

* Remote Access — Secure vendor connections
Forcepoint Data Guard

* High Assurance — Transmission of data with ability to
sanitize cross-domain

» Deep Content Inspection — Ability to inspect deeply
into industrial protocols

Insider Threat

* DMZ - Detailed monitoring of ICS/HMI user activity

CDR - Threat Removal

Content Disarm and Reconstruct — Zero Trust
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Use Case: Video Survelillance

Benefits
Business Problem & Context: Need a solution which could secure the video - Validate Metadata, Profiles, Sources Video &Audio Streams
surveillance network by deep inspection of ONVIF messages between VMS - Validate PTZ for Cameras 1GB/SEC

and Cameras with end of end audit trail and logging.

How does Video Surveillance works?
Solution Overview: Data Guard performs byte-level content inspection and sanitization, with customizable

Deploy Data Guard rules to handle even the most specialized data types and protocols before messages are exchanged
Data Guard, Video Adaptor between VMS and Cameras

Write Rules & Filters
Customize data validation Rules & please seod e
realtime video OK, the command

Filters through Lua or Policy Engines through the RTSP : is working, here’s
protocol = Load Balancing the video stream
= Filters/Rules

Take Action
Monitor ONVIF protocol messages - / \
RTSP command m Video stream l}\’.

Data Guard Video Cameras

VMS RTSP Client

Monitor Real-time
Q Monitor real-time results of inspections
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Forcepoint Data Guard

Uni & Bi-Directional Forcepoint Uni & Bi-Directional i
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» Secure File Transfer » Connecting Isolated Sites ﬂ |
» Patch Management * Preventative Maintenance H Rule Engine H
» SIEM Aggregation * Increased Operational Visibility I (Plug-ins) I
 Video Streaming * Many Others | |
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» Addresses specific high assurance security requirements typically found in government environments

* Enhance Cyber Security, Improve Return of Investment, Optimize Processes

« Enables cyber secure bi-directional, automated movement of structured data between multiple networks
» Delivers byte-level deep content inspection, data validation and filtering

* Full customization of inspection capabilities with Policy Implementation Engine
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Antivirus Sandbox ZT CDR

IT’S TIME TO THINK

DIFFERENTLY for Threat %i
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Zero Trust Data Protection — Everywhere

Endpoint Discovery Email Network Web Cloud

Centralized Management  Unified Policies  Data Protection Service Risk Adaptive Protection

Data exfiltration protection — Anywhere / Anytime
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Building Context with User Activities

Endpoint Data Collection Sources
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SDWAN — NGFW & IPS
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| ONE

Architecture - Zero Trust Network Access (ZTNA)
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Forcepoint Zero Trust | IT & OT Security
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Risk-Adaptive Data Protection

Forcepoint ONE

WE8 CLouD | PRIVATE APPS CATEWAYS
scurny
Services
to cloud
.| cass
p—
uuuuuuu

ZERO TRUST FOUNDATION
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